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SOFTWARE ASSURANCE LEVEL 
Part of PSSA – Safety Requirements Specification
(See PSSA Chapter 3 Guidance Material A §2.4.2)

WARNING: 
This Chapter has been added in this document in order to deliver a package that covers all the safety aspects of Software in ANS system/service. However, the SWAL allocation process remains within the remit of the ANS system design and specifically the PSSA (Preliminary System Assessment).  SWAL is allocated by the System team (Designers and safety assessors), but NOT by the Software team. 
If the “Software” scope as initially specified by the System Design Team and to which a SWAL is allocated during the PSSA leads to further detailed “Software” design ending up in splitting the initial Software into many “sub”-Software, then each of those “sub”-Software is allocated a SWAL which has to be “consistent” with the initial software SWAL (See Chapter 3 Obj 3.0.14).  “Consistent” means that a demonstration of the initial Software SWAL satisfaction should be made. This demonstration may rely on argument such as isolation, partitioning of “sub-“software which should be proven to justify any reduction of SWAL for some specific “sub-“software.
This chapter aims at increasing software team awareness on the process to allocate SWAL, so that software team can support and contribute to enhance the confidence that the allocated SWAL is the appropriate one by further understanding Software role, contribution, interference, interactions with the overall ANS system architecture.
1. Introduction

The Software Assurance Level definition is part of PSSA (Preliminary System Safety Assessment), however there is an obvious need to state them in Software related guidelines. Besides, this definition is part of the Software Safety Assurance System.
A Software Assurance Level (SWAL) relies upon planned and systematic actions necessary to provide confidence and assurance (through arguments, evidences or other means) that a software product or process satisfies given requirements.

SWAL is based upon the contribution of software to potential consequences of its anomalous behaviour as determined by the system safety assessment process.  The Software Assurance Level implies that the level of effort recommended to showing compliance with Safety Requirements varies with the severity of the end effect of the software failure and the probability/likelihood of occurrence of the end effect.

SWAL is based upon criteria to evaluate a software product and/or a process to provide assurance that the product and/or process satisfies given requirements and can be relied upon to work correctly in its intended environment.  The criteria are a set of items dependent upon the software assurance level and risk classification scheme, as determined by the system safety assessment process.  The selected set of items is to be applied to the software lifecycle processes and data to demonstrate compliance to the documented process and correctness of the product.  

The Software Assurance Level (SWAL) is a uniform measure of how the software was developed, transferred into operation, maintained and decommissioned (the process) and a measure of the ability of the product to function as intended (the product).
ANS software components with different software assurance levels are independent from each other (as designed and required during PSSA and demonstrated during SSA). In case independence is not achieved, assurances for the ANS software should be provided to the more rigorous software assurance level.

The assignment of a Software Assurance Level does not imply calculating a failure rate for that software. Software assurance levels or software reliability rates based on software assurance levels cannot be used by the system safety assessment process as can hardware failure rates.

SWAL does not replace Safety Requirements, but sets the level of at which Safety Requirements have to be satisfied.

Ex: Air-Ground Datalink

· Hazard: Undetected Corruption of a CPDLC message used for separation.

· Safety Objective for this hazard: The likelihood that an undetected corruption of a CPDLC message used for separation shall be no greater than Occasional (Occasional was set as 10-6/message).

· Safety Requirements:

· SR-ACL-4: response message shall indicate to which message it refers.
· SR-ACL-8: Any processing (data entry/encoding/ transmitting/ decoding/ displaying) shall not affect the intent of the CPDLC message.

· SR-ACL-18: The aircraft/ATSU shall be capable of detecting a corrupted CPDLC message. 
· SWAL: SWAL3; so the level of satisfaction of Safety Requirements: SR-ACL-4, SR-ACL-8 and SR-ACL-18 will have to be iaw SWAL3.

2. 

SWAL DEFINITION

2.1 
Basics of mitigation means influence

[image: image1.wmf]2

Figure 2.1.1: Basics of Mitigation Means Influence

As shown in Figure 2.1.1, “Mitigation means” are any kind of internal means (people and/or procedures and/or equipment) designed to control or prevent failures from causing harm and to reduce the expected effects of failures and hazards to an acceptable level.  In Figure 2.1.1, “Mitigation Means” encompass all the other sub-functions that are part of the function (that has a safety Objective “LikelihoodZ”) and complement the “SW sub-function” to which a SWAL is being allocated.
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Figure 2.1.2: Relationship between SW failure, hazard and effects.

The likelihood (Ph x Pe) that, once software fails, this software failure could generate a certain effect is illustrated in the above figure 2.1.2:

· Ph (identified during the PSSA) is the probability that the software generates a hazard.  Ph is commensurate with the ability (probability) of the remaining part of the architecture to mitigate the software failure;

· Pe (identified during the FHA) is the probability that the hazard generates an effect having a certain severity.

Depending on the method used to set Safety Objectives (See SAM-FHA Chapter 3 Guidance material G) there can be:

· up to four probabilities Pe (one Pe per effect of the hazard), to be assessed for each individual effect (when using the quantitative or the criticality methods for setting Safety Objectives) or;

· only one probability Pe (one for the Worst Credible effect  when using the prescriptive or qualitative methods for setting Safety Objectives).

The SWAL allocation process has been designed such that importance of quantification is reduced to an acceptable level due to:

· The lack of accuracy on Pe as Pe includes not only quantifiable “barriers” or models such as Collision Risk Models (CRM) but mainly some human, procedural and equipment aspects. Thus Pe can not always be quantified precisely but remains at the level of an order of magnitude;

· The lack of accuracy on Ph as Ph includes not only quantifiable “barriers” but mainly some human, procedural and equipment aspects. Thus Ph can not always be quantified precisely but remains at the level of an order of magnitude;

· Strictly forbidding allocating a failure rate to the Software. Consequently, it is assumed that Software fails.

Therefore, it was assessed as key to keep the link to the end effect and the probability of generating such an effect (i.e. the criticality of the Software), so that the lack of accuracy in assessing Pe and Ph is mitigated by looking at the overall system design in its operational environment.
As it is difficult to quantify accurately and precisely these probabilities, common sense, expert judgement and other means (database, lessons learned, incidents reports, equivalent field service experience) can be used to set those probabilities.  
For example some qualitative rules may be added to support the application of such Pe x Ph evaluation e.g. number, level of independence, nature, novelty, complexity of mitigation means ….

Of course as part of the SAM-SSA, appropriate monitoring has to be put in place to ensure that these values are satisfied as Pe and Ph should be transposed into:

· Safety Requirements on the Operational Environment (Pe) during FHA and;

· Safety Requirements on the elements of the ANS System itself (Ph) during PSSA. 

2.2 
SWAL ALLOCATION PROCESS

To allocate a SWAL to an ATM software function, the following steps should be performed:

1. Identify the likelihood (Pe x Ph) that, once software fails, this software failure can generate an end effect which has a certain severity (do that for each effect of a hazard*);
2. Identify the SWAL for that couple (severity, likelihood) using the matrix here after;

3. This has to be done for all the hazards due to the software.

The final SWAL of the software is the most stringent SWAL.

*: This has to be done for all effects only if Methods 1 & 3 of setting Safety Objectives is used. If Methods 2 & 4 are used then only the worst credible effect will be taken into consideration. (See SAM-FHA Chapter 3 Guidance Material G “Methods for setting Safety Objectives).

	Effect Severity 

Likelihood of generating such an effect 

(Pe x Ph)
	1
	2
	3
	4

	Very Possible                      
	SWAL1
	SWAL2
	SWAL3
	SWAL4

	Possible               
	SWAL2
	SWAL3
	SWAL3
	SWAL4

	Very Unlikely          
	SWAL3
	SWAL3
	SWAL4
	SWAL4

	Extremely Unlikely    
	SWAL4
	SWAL4
	SWAL4
	SWAL4


Very Possible: This effect will certainly occur due to software failure.  

Possible: This effect may happen due to software failure. 

Very Unlikely: it is not expected to have such an effect due to software failure more than exceptionally and in some specific circumstances throughout the system lifetime. 

Extremely Unlikely: Such an effect is not expected to happen due to software failure throughout the system lifetime.

Note: It should be noted that SWAL1 is so stringent that it should nearly never be allocated for the following reasons:

1. SWAL1 means somehow that software “can directly kill once it fails and this failure happens in its usual mode of operation” as having a Severity1 effect is “Very Possible” (very limited means to mitigate SW failure(s)).  This can only be tolerated in extremely exceptional circumstances.  Besides, this is not how ATM architecture is designed as of today;

2. SWAL1 is so demanding to be satisfied.  As the objectives and associated evidences are so stringent, the cost and development duration and effort are very high. Consequently, another design should be proposed including other mitigation means to satisfy Safety Objectives without relying on software being allocated a SWAL1.
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2.3 EXAMPLES OF SWAL ALLOCATION

2.3.1 Allocation of SWAL: looking at all effects

1st CASE: Safety Objectives were allocated using Method 1 or 3 (See FHA Chapter 3 Guidance Material G “Methods for Setting Safety Objectives). So all effects, due to Software failure, are taken into consideration.


This Software will be allocated a SWAL = SWAL3 as it is the most stringent SWAL (for both hazards).

	Effect Severity 

Likelihood of generating such an effect 
(Pe x Ph)
	1
	2
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Very Possible                       

                  
	SWAL1
	SWAL2
	SWAL3
	SWAL4

	Possible

                               
	SWAL2
	SWAL3
	SWAL3
	SWAL4

	Very Unlikely  

            
	SWAL3
	SWAL3
	SWAL4
	SWAL4

	Extremely Unlikely     


	SWAL4
	SWAL4
	SWAL4
	SWAL4



Hazard1: 


Hazard2: 

The way to read the table is the following:

For Hazard 1:

· If it is “Extremely Unlikely” that once SW fails, it generates Hazard1 and an effect having a severity 1, then this SW should be allocated a SWAL4;

· If it is “Possible” that once SW fails, it generates Hazard1 and an effect having a severity 2, then this SW should be allocated a SWAL3;

· If it is “Very Possible” that once SW fails, it generates Hazard1 and an effect having a severity 3, then this SW should be allocated a SWAL3;

· If it is “Very Possible” that once SW fails, it generates Hazard1 and an effect having a severity 4, then this SW should be allocated a SWAL4;

For Hazard 2:

· If it is “Extremely Unlikely” that once SW fails, it generates Hazard2 and an effect having a severity 1, then this SW should be allocated a SWAL4;

· If it is “Extremely Unlikely” that once SW fails, it generates Hazard2 and an effect having a severity 2, then this SW should be allocated a SWAL4;

· If it is “Very Unlikely” that once SW fails, it generates Hazard2 and an effect having a severity 3, then this SW should be allocated a SWAL4;

· If it is “Possible” that once SW fails, it generates Hazard2 and an effect having a severity 4, then this SW should be allocated a SWAL4.

2.3.2 Allocation of SWAL: looking at Worst Credible case

2nd CASE: Safety Objectives were allocated using Method 2 or 4 (See FHA Chapter 3 Guidance Material G “Methods for Setting Safety Objectives). So only the worst credible scenario which has been used to set safety objectives is taken into consideration.


This Software will be allocated a SWAL = SWAL3 as it is the most stringent SWAL (for both hazards which have a worst credible hazard effect having a severity 3).

	Effect Severity 

Likelihood of generating such an effect 

(Pe x Ph)
	1
	2
	3
	4

	Very Possible                       

                  
	SWAL1
	SWAL2
	SWAL3
	SWAL4

	Possible

                               
	SWAL2
	SWAL3
	SWAL3
	SWAL4

	Very Unlikely  

            
	SWAL3
	SWAL3
	SWAL4
	SWAL4

	Extremely Unlikely     


	SWAL4
	SWAL4
	SWAL4
	SWAL4



Hazard1: 


Hazard2: 

The way to read the table is the following:

For Hazard 1: As the Worst Credible effect of Hazard 1 has a Severity 3 (FHA result), then

· If it is “Very Possible” that once SW fails, it generates Hazard1 and an effect having a severity 3, then this SW should be allocated a SWAL3;

For Hazard 2: As the Worst Credible effect of Hazard 1 has a Severity 3 (FHA result), then

· If it is “Very Unlikely” that once SW fails, it generates Hazard2 and an effect having a severity 3, then this SW should be allocated a SWAL4.

Recommendation:  As far as software domain practices should always be as a minimum equivalent to SWAL4. That is where quality assurance meets safety assurance. This recommendation matches the ATM domain practices, where most industry companies are involved into some maturity model assessment (CMM or CMMi or SPICE) which states that practices (set by level) should be applied whatever software development. For these recommendations, the word “whatever” can be understood as “whatever the safety impact”.

Note: This recommendation matches current ATM domain practices for many ATM industry companies which are already CMM or CMMi or SPICE level 2 and many of them intend to go beyond. However, this statement does not intend to claim that being CMM or CMMi or SPICE level 2 directly provides an equivalent SWAL4 assurance.

The recommendation to have the domain practices equivalent, as a minimum, to SWAL4 can also be an argument when claiming that all Severity Class 4 end effect hazards do not need to be substantiated/developed in the safety argumentation (or so-called “safety case”).

2.3.3 Non-ATM example of allocation of SWAL

System: Navigation system (Hardware and software) in a car using GPS signal:

Assuming that the Severity Classification Scheme defines severity classes as following:

Severity Class 1: Accident

· Death (drivers and occupants and maybe other vehicle occupants or pedestrians);

· Vehicle(s) destroyed.

Severity Class 2: Serious Incident

· Serious injuries (maybe one death);

· Car destroyed.

Severity Class 3: Major Incident

· Major injuries;

· Car damaged.

Severity Class 4: Significant Incident

· Stress, increase of workload to recover the situation;

· Possibly minor car damages.

1°) Navigation system used for indication (as it is today)

OED (Operational Environment Definition): The following operational environment is assumed:

· Drivers have a driving license;

· Drivers have a good vision;

· Drivers have a situational awareness: other traffic, road signals (continuous line, one-way indication, priority signs, …), direction indication;

· Drivers know their final destination and the navigation system is used only for indication (as described in the User’s Manual);

· Road regulations exist and are known by drivers.

Assuming that operational environment, let’s assess the following hazard:

· Hazard1: Undetected credible corruption of direction indication (provided by navigation system).

When looking at all effects to allocate a SWAL:

	Effect Severity 

Likelihood of generating such an effect 
	1
	2
	3
	4

	Very Possible                       

                  
	SWAL1
	SWAL2
	SWAL3
	SWAL4

	Possible

                               
	SWAL2
	SWAL3
	SWAL3
	SWAL4

	Very Unlikely  

            
	SWAL3
	SWAL3
	SWAL4
	SWAL4

	Extremely Unlikely     


	SWAL4
	SWAL4
	SWAL4
	SWAL4


· It is “Extremely Unlikely” that once SW fails, it generates Hazard1 and an effect having a severity 1, then this SW should be allocated a SWAL4 as:

· The driver controls his/her car and has to assess the credibility of the indication before applying it and so will not apply it (See OED). Thus the probability of applying a credibly corrupted indication is “Extremely Unlikely”;

· It is “Extremely Unlikely” that once SW fails, it generates Hazard1 and an effect having a severity 2, then this SW should be allocated a SWAL4 as;

· The driver controls his/her car and has to assess the credibility of the indication before applying it (See OED). Thus the probability of applying a credibly corrupted indication is “Extremely Unlikely”;

· It is “Extremely Unlikely” that once SW fails, it generates Hazard1 and an effect having a severity 3, then this SW should be allocated a SWAL4 as:

· The driver controls his/her car and has to assess the credibility of the indication before applying it (See OED). Thus the probability of applying a credibly corrupted indication is “Extremely Unlikely”;

· It is “Very Possible” that once SW fails, it generates Hazard1 and an effect having a severity 4, then this SW should be allocated a SWAL4 as:

· The driver spends some time assessing the indication applicability, so it increases driver workload, may stress him/her. Maybe the physical location of the car is not the expected one, but this is impacting performance not safety.

As a conclusion, as far as the hazard “credible corruption of navigation system indication” is concerned, the SWAL allocated to the Navigation system in the OED as described is:

· SWAL4.

2°) Navigation system in command (futuristic use)

OED (Operational Environment Definition): The following operational environment is assumed:

· Drivers have to apply navigation system command;

· Drivers are only monitoring the system;

· Drivers do not need a situational awareness: other traffic, road signals (continuous line, one-way indication, priority signs, …), direction indication. Cars may not have windows!;

· Drivers have only to enter their final destination into the navigation system (as described in the User’s Manual);

· Road regulations exist and are known by navigation system.

Assuming that operational environment, let’s assess the following hazard:

· Hazard1: Undetected credible corruption of direction command (provided by navigation system).

When looking at all effects to allocate a SWAL:

	Effect Severity 

Likelihood of generating such an effect 
	1
	2
	3
	4

	Very Possible                       

                  
	SWAL1
	SWAL2
	SWAL3
	SWAL4

	Possible

                               
	SWAL2
	SWAL3
	SWAL3
	SWAL4

	Very Unlikely  

            
	SWAL3
	SWAL3
	SWAL4
	SWAL4

	Extremely Unlikely     


	SWAL4
	SWAL4
	SWAL4
	SWAL4


· It is “Very Possible” that once SW fails, it generates Hazard1 and an effect having a severity 1, then this SW should be allocated a SWAL1 as:

· The driver applies the Navigation system command (See OED). Thus the probability of applying a credibly corrupted indication that can kill the driver (and other occupants and maybe other vehicle occupants) is “Very Possible”;

· It is “Very Possible” that once SW fails, it generates Hazard1 and an effect having a severity 2, then this SW should be allocated a SWAL2 as;

· The driver applies the Navigation system command (See OED). Thus the probability of applying a credibly corrupted indication that can seriously injure the driver (and other occupants and maybe other vehicle occupants) and destroys the car is “Very Possible”;

· It is “Very Possible” that once SW fails, it generates Hazard1 and an effect having a severity 3, then this SW should be allocated a SWAL3 as:

· The driver applies the Navigation system command (See OED). Thus the probability of applying a credibly corrupted indication that can seriously injure the driver (and other occupants and maybe other vehicle occupants) and destroys the car is “Very Possible”;

· It is “Very Possible” that once SW fails, it generates Hazard1 and an effect having a severity 4, then this SW should be allocated a SWAL4 as:

· The driver applies the Navigation system command (See OED). Thus the probability of applying a credibly corrupted indication that can stress the driver (and other occupants and maybe other vehicle occupants) and damages the car is “Very Possible”.

As a conclusion, as far as the hazard “credible corruption of navigation system indication” is concerned, the SWAL allocated to the Navigation system in the OED as described is:

· SWAL1.

2.4 How not to allocate a SWAL
IEC 61508 Part I §7.6.2.9 is often mis-used to allocate SIL the following way:

· a pure quantitative analysis (e.g. using Fault Tree Analysis) is performed that leads to allocate a quantitative pseudo “software failure rate”.  Then this “software failure rate” is compared with the values claimed by Table 3 of §7.6.2.9 to allocate a SIL.

This process to allocate Software Assurance Level (and SIL) is totally unacceptable as not in accordance with “Recommendations for ANS SW”, not in accordance with IEC 61508 and assumes erroneously that a software failure rate can be assigned.

Therefore, refer to §2.2 as far as the SWAL allocation process is concerned, then equivalence between the allocated SWAL and its demonstration via a SIL can be achieved.

Generally speaking, a SWAL can not be used to claim that a piece of software cannot/will not fail more than a certain quantitative failure rate.

3. 
GRADING POLICY

3.1
Criteria

The following criteria have been identified to allocate objectives per Software Assurance Level:

· To Be Satisfied;

· Not To Be Satisfied;

· Independence: verification or review by peers, by different departments of the organisation, by a different organisation etc. 

	   Legend:


	
The objective should be satisfied with independence.

	
The objective should be satisfied.

	Blank
Satisfaction of objective is at organisation’s discretion.


· Nature of evidence. 

· Direct evidence = on the product (i.e. output of the process). It can cover product metrics, testing, verification, validation, service history… 

· Indirect evidence = on the process. It covers process metrics, inspection, … 
· Direct and indirect evidences will have a certain weight: e.g. metrics will be less convincing than tests…

· Depth of investigation.

This document does not intend to provide recommendations neither on acceptable combinations of evidences nor on the number of evidences.

3.2
Grading policy principles

The following approach has been agreed to help defining a grading policy. However this approach does not intend to be comprehensive and to cover all processes.

Amongst other criteria, the SWAL grading policy is articulated around the level of depth of analysis, verification and evidence requested. 

This following depth of analysis, verification and evidence is requested:

· SW AL1: 
Executable 
It recommends looking at compilers/linkers output;

· SW AL2: 
Code (Software Component) 
It recommends having access to the source code;

· SW AL3: 
Architectural Design 
It recommends having access to the First level of Software Components.  A first level of architecture (by refining the software into software components) is specified and analysed, but these (first level) software components can be considered as black boxes;

· SW AL4: 

Software Requirements
Software can be considered as a Black Box.

It is recommended that any ATM software should be allocated and should satisfy at least a SWAL4. 

This means that this could be used as an argument within safety case to ease and reduce management of ESARR4 severity 4 end effects that software could cause or contribute to.

3.3
Grading Policy Rationale

The following table provides rationale, which sustain the allocation of objectives per SWAL.

The purpose of such rationale is to help understanding what is the aim of a SWAL, what kind of overall objective is intended, the kind of errors which is supposed to be avoided or still tolerated.

Note: the “hazard effects to be mitigated” column provides examples of software failure direct effect (and only direct).


4. 
EQUIVALENCE OF LEVELS THROUGHOUT VARIOUS STANDARDS

The purpose of this section is to provide a reference against which to assess various standards in order to provide equivalence of assurance.

This equivalence of assurance was assessed performing an analysis of the processes and their associated evidences (See EATM - ANS Software Lifecycle).

This equivalence of assurance is not at the level of equivalence of quantified reliability or quantified integrity claimed by standards.

SWAL as defined in this document is the reference.  Therefore it is recommended to allocate only SWAL.  

However, it does not suggest that the demonstration of a SWAL satisfaction can be done using only this document as such, but that the use of any standard to support the SWAL satisfaction demonstration is aligned with this document.

In particular, parts missing to conform to EATM SWAL can be easily identified in any standard (see ANS Software Lifecycle). It does not mean that the standard can not be used, but that it has to be complemented.

The following figure provides an equivalence of levels of assurance for when considering the process-oriented activities:

· ED109;

· IEC61508.
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However, caution should be recommended when stating equivalent assurance  in particular with IEC61508 due first to the absence of customised version of this generic standard to ANS or ATM, second to the various interpretation that can be made of the Tables in Annexes A & B of IEC61508 Part 3 where some activities are “R”: recommended or “HR” Highly recommended.

Ex: Table B.2 “Structure-based testing” which is “R” for SIL2. 

This recommendation is equivalent to statement coverage which is recommended for SWAL2 and required for ED109/DO278 Level 3, consequently a SIL2 “equivalent” to SWAL3 should not include this aspect. Therefore if a SIL2 is required and includes this aspect, then the level of assurance becomes a “very strong” SWAL3 and gets close to SWAL2 (though SWAL2 includes additional objectives). 
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Added

		SW AL		Example of Very Possible Hazard effects to be mitigated		Errors to be mitigated		Means of mitigation		Independence		Depth		Rationale

		4		Significant incidents (SC4)		Functional behavior		Testing		No				to meet the requirements

		3		Major Incidents (SC3)		Software integration or functionality		Interface and functionality tests of primary components		No				Black box testing alone cannot give sufficient evidence. Partial White box testing will complement it. Robustness tests are included. Graceful degradation.

						Functional behavior		Testing		Separate team

		2		Serious Incidents (SC2)		Reducing Credible corruption		statement verification: pre- and post-conditions, state compatibility, hardware compatibility, coding standards (strong typing…)…						reducing credible corruption White box testing

						Software integration		Interface and functionality tests of primary components		Separate team

						Functional behavior		Testing		Separate team

		1		Accidents (SC1)		Reducing even more credible corruption and loss of functionality no greater than improbable		graceful degradation leading to a fail-safe state

						reducing credible corruption		statement verification: pre- and post-conditions, state compatibility, hardware compatibility, coding standards (strong typing…)…

						Software integration		Interface and functionality tests of primary components		Separate team

						Functional behavior		Testing		Separate team

										independent verification






_1155477357.ppt




Effect

Sev 3

Ph= 1/1

Pe = 1/1.000

SW

Effect

Sev 3

Ph= 1/1.000

Pe= 1/1

SW

Effect

Sev 3

Ph= 1/100

Pe= 1/10

SW

SAME SWAL : SWAL3



Hazard2



Hazard1



Hazard3








_990623343.ppt






2








